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The purpose of the Cyber Safety Policy is to provide guidance and clarity to all members of the
Caulfield and District Netball Association (CDNA) community around unsafe use, risks, their
obligations and our expectations with the use of communication and social media. It is also to
ensure that every member of CDNA is treated with respect and dignity and is safe and protected
from abuse, setting forth reporting procedures and ramifications for breaches.

This policy operates closely alongside CDNA’s Communications Policy, Social Media Policy and Codes
of Behaviour.

Context

CDNA is dedicated to maintaining a safe physical and emotional environment for all members and
staff, that is not solely confined to a netball court, and seeks to maximise the benefits of all possible
communication methods while committing to minimising dangers and managing risks. By
acknowledging that these communication methods are rapidly developing and can have potential to
negatively impact our members, the Association is committed to implementing and upholding
scrupulous procedures to ensure respectful and effective operations.

Scope
This policy applies to all members of CDNA, including staff, Committee members, volunteers, players

and officials. Spectators who are not members of CDNA do not fall within CDNA jurisdiction,
however, any incident relating to them involving a member of CDNA will be referred to the relevant
Club or Independent Team, if known. CDNA members are free to use social media for personal
expression and this policy does not apply where there is no reference to CDNA or a club, team or
member. However, all members are responsible for being aware of this policy and understanding
the potential risks and damage that can occur, along with their responsibility around their own use.

Definition

The definition of Cyberbullying is accepted by CDNA as being “......verbal or indirect covert
psychological bullying by an individual or group using information and communication technologies
to support deliberate, repeated and hostile behaviour that is intended to harm others”

Incidence
Cyberbullying includes, but is not limited to, the following misuses of technology:
- Harassment
- Teasing
- Intimidation
- Threatening
- Abuse
- Racial, sexist and / or religious vilification
- Defaming individuals, clubs or organisations
- Sending or posting inappropriate messages, images or postings
- Forwarding or disclosing confidential emails, messages, images or information
- Pretending to be someone else online
- Deliberately excluding someone from social networking spaces
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Reporting Procedure
Any CDNA member can ensure that all online communications are kept within CDNA’s expectations
in relation to appropriate and respectful interactions with any other member. If a member of CDNA
feels that they have been a victim of, or a witness to misuse of technology or cyberbullying, they
must:

- Inform the police immediately if the conduct may be unlawful or dangerous

- Report the issue with a formal written grievance lodged to CDNA as soon as possible using

the official CDNA Complaint Form

- Save and store any offending material on the relevant platform or device

- Print a copy of the material to use as supporting documentation

- Report any abuse to the relevant internet site or telecommunications provider, if applicable

CDNA will thoroughly investigate any official complaint received in accordance with the CDNA
Bylaws, Netball Victoria Competition Complaints Handling Regulations and Netball Australia Member
Protection Policy, which may result in a notification to Police where CDNA is legally obliged to do so.
A notification to Police will not nullify CDNA of its responsibility to fully investigate a complaint and
CDNA will welcome as well as completely cooperate with any such Police investigation.

Ramifications / Penalties
- CDNA reserve the right to monitor the use of all its social media platforms, channels and
blogging activities

- CDNA reserve the right to pre-screen, review, flag, filter, modify, restrict or request the
removal of any social media content or account that is deemed in violation of the Social
Media, Communication or Cyber Safety Policy

- CDNA reserve the right to archive, screenshot, preserve, print, edit, delete, reject or remove
content which breaches its relevant policies

Breaches of this and other parallel policies may result in appropriate disciplinary action, including,
but not limited to:
- Reprimand
- Official warning
- Monetary fine
- Competition ladder adjustment (loss of premiership points)
- Suspension
- Disqualification
- Loss of user privileges
- Termination of employment
- Expulsion from the Association
If further action is required, this could escalate to:
- Liable for defamation
- Civil charges
- Criminal charges
- Any other action as appropriate by law


https://cdna.net.au/wp-content/uploads/2018/07/Complaint-Form-2017.pdf
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Appeals
Any registered member who is sanctioned under a disciplinary process for breach of this, or similar

policy has a right of appeal under Netball Victoria’s Competition Complaint Handling Regulations.

Relevant legislation and resources

Netball Victoria Competition Complaints Handling Regulations
Netball Australia Member Protection Policy

Netball Victoria Child Safety Policy

Information Privacy Act

Charter of Human Rights and Responsibilities Act

Office of the eSafety Commissioner www.esafety.gov.au/
Australian Federal Police - "Cyber Safety - Top Ten Tips for Youth"
ThinkUKnow Australia - www.thinkuknow.org.au/

Emergency Services — 000

Crimestoppers — 1800 333 000

Kids Helpline — 1800 55 1800

Anti-discrimination laws

Intellectual property laws, including copyright, trademark, privacy, confidentiality and
information security laws

Advertising standards

Equal opportunity laws

CDNA policies

Policy Review
This Policy is subject to ongoing monitoring due to the continual evolution of technology, the needs

of the Association and to ensure it remains relevant and practical. It will be reviewed on an annual
basis by CDNA.


https://vic.netball.com.au/sites/vic/files/2020-01/NV-Competition-Complaints-Handling-Regulations-Effective-1-January-2018.pdf
https://netball.com.au/sites/default/files/2019-07/Member-Protection-Policy-and-Attachments_FINAL-APRIL-2017.pdf
https://vic.netball.com.au/sites/vic/files/2020-01/Child-Safety-Policy.pdf
https://content.legislation.vic.gov.au/sites/default/files/87dc5520-6899-335f-b3b2-87207f40cf1b_00-098a.pdf
https://content.legislation.vic.gov.au/sites/default/files/2020-04/06-43aa014%20authorised.pdf
https://www.esafety.gov.au/
https://figtree-h.schools.nsw.gov.au/content/dam/doe/sws/schools/f/figtree-h/factsheets/factsheet_youth_cybersafety.pdf
https://www.thinkuknow.org.au/

